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MSc Computer Engineering Specialization in Network and Cyber Security    �� 
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1st year 1st Part: 

- Next Generation Network Technologies  

- Cryptography and Data Security 

- Machine Learning and Data Analytics 

- Research Methods 

1st Year 2nd Part: 

- Digital Forensics and Incident Response  

- Information Systems Audit 

- Elective I  

- Elective-II 

2nd Year 1st Part: 

- Project 

- Elective-III 

- Elective-IV 

2nd Year 2nd Part: 

MSc Thesis 

List of Elective Courses to be Offered 

Elective I: 

1. Routing and Switching  

2. Managing Secure Network Systems 

3. Cyber Physical Systems 

4. Data Centric Networking 

5. Intelligent Networking 

Elective II: 

1. Security and Privacy in Cloud Computing 

2. Wireless Network Security and Privacy 

3. Software Security 

4. Cyber Warfare 

5. Quantum Cryptography 
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Elective III: 

1. Firewall and Intrusion Detection System 

2. Hardening Network Infrastructure 

3. Web Application Security 

4. IOT Security 

5. Generative AI and Security 

Elective IV: 

1. Cyber Law and Regulation of Cyber Space 

2. Identity and Access Management 

3. Vulnerability Assessment and Penetration Testing  

4. Information Systems Security Professionalism 

5. Security and Audit Practitioner 

 

 

    
 

 

Institute of Engineering (IOE) in collaboration with World Wildlife Fund (WWF) had successfully 

conducted a half-day discussion program on "Asia’s Linear Infrastructure Safe Guarding 

Nature (ALIGN) Project which is offer for the Bachelor of Civil Engineering  - Elective 

Course “Natural Resource Safe Guards in Infrastructure”. The understanding to conduct 

this workshop program was fixed on 7th Dec. 2023 and then the program is succsssfully conducted on 

15th Feburary 2024. The program was inaugurated by Prof. Dr. Narendra Man Shakya, while Prof. 

Dr. Jhamak B.Karki, Principal of Kathmandu Forestry College mentioned about the detail concept 

of the elective subject designed.  The program was concluded with the closing remarks by Prof. Dr. 

Shashidhar Ram Joshi, Dean, IOE, Pulchowk. 
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As a collaborative effort of Center for Water Resources Studies (CWRS), Institute of Engineering, Tribhuvan 

University; Nexus Gains Initiative of CGIAR; Alliance for Bioversity International & CIAT (ABC); & 

International Water Management Institute (IWMI), a 5-day professional training course on “Water-Energy-

Food-Ecosystem (WEFE) Nexus” was piloted virtually during 2-7 January, 2024. 

All 56 participants who registered in response to an open call for the pilot training were selected. Out of them, 

17 (or 30.3%) were female. Participants of early and mid-career were 39.3% and 30.3%, respectively. Rest was 

either Master or PhD students. Similarly, participants from agriculture/food, water, energy and 

environment/forestry were 41.1%, 21.4%, 7.1%, and 17.9%, respectively. 

 

Fig.: A snapshot of participants in the pilot training 
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Fig: IWMI-Nepal country representatives welcoming all during inaugural session 

During the inaugural session in the early morning of 2nd January, Dr. Manohara Khadka, Country 

Representative of IWMI-Nepal welcomed all and highlighted the objectives. All participants participated 

actively in exercise sessions, discussions and presentations. A total of seven resource persons contributed to 

the training program.Out of 56 participants, only 23 joined all the sessions regularly and completed the pilot 

training; six among them were female. The pilot training was formally concluded on 7th January along with 

reflection from participants and certificate distribution.  

Prof. Dr. Vishnu Prasad Pandey led the overall activity of WEFE nexus course development and training 

implementation. This program was followed by a 2-day training program (with physical presence) on piloting 

academic course on “Water-Energy-Food-Ecosystem (WEFE) Nexus” was completed with during 10-11 

January, 2024 at Pulchowk Campus. In this 2-days program 26 participants, primarily graduate students at 

IoE, who registered in response to an open call were selected. However, only 13 joined all the sessions regularly 

and completed the pilot training; 3 among them were female. 

  

Participates engaged actively in various exercise sessions as well as sharing key learnings from those sessions. 

A total of five resource persons contributed to the training program. The pilot training was formally concluded 

on 11th January along with reflection from participants and certificate distribution. Prof. Dr. Vishnu Prasad 

Pandey led the overall activity of WEFE nexus course development and training implementation. 
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As a long-term (5-year) partnership program of CWRS with Kathmandu Valley Water Supply Management 

Board (KVWSMB), the “Collaborative Research and Capacity Strengthening for Enhancing Water 

Security in Kathmandu Valley (Phase 1), CaREWaS)” is being implemented since January 2023. As 

an activity of the project, annual dissemination workshop was organized on 5th January, 2024 at Square Hotel, 

Pulchowk, Lalitpur. Above 65 invited participants joined the program, which included representative from 

KVWSMB, Kathmandu Upatyaka Khanepani Limited (KUKL), Project Implementation Directorate (PID), 

Department of Water Supply and Sewerage Management, Department of Water Resources and Irrigation, 

International Water Management Institute, Senior management of Institute of Engineering, officials of CWRS, 

representatives from other relevant organizations, and representatives of interns and MS research grantee 

supported with CaREWaS project. 

The program was divided into two parts separated in two halves of the day; first part focus on sharing of 

CaREWaS activities implemented in the first year along with proposed activities for the second year and the 

second part focused on “Transformative Future for Water Security (TFWS): Nepal’s Priorities and Ways 

Forward”. The overall program was coordinated by Prof. Dr. Vishnu Prasad Pandey, Deputy Director, CWRS. 

  

During the first part, Prof. Dr. Bhola Nath Sharma Ghimire, Director of CWRS, welcomed all the participants 

and highlighted objectives of the workshop. It was followed by a remark from Prof. Dr. Shashidar Ram Joshi, 

Dean, IoE/TU. Then, Prof. Dr. Vishnu Prasad Pandey, who is leading CaREWaS project, presented activities 

implemented in year-1 and plan for year-2. It followed reflections from two BE interns and two MS thesis 

grantees. They highlighted that the program was very useful and impactful. Very insightful inputs were then 

provided by the participants on potential ideas for moving forward. The first part was formally closed with a 

closing remarks and vote of thanks from Dr. Sanjeev Bickram Rana, Executive Director, KVWSMB. The 

program also had gracious presence of Assistant Deans Prof. Dr. Chintamani Pokharel, Prof. Dr. Binod Kumar 

Bhattarai, and Prof. Dr. Sushil B. Bajracharya. 
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The second part, which started after lunch, was organized jointly by CWRS, KVWSMB, IWMI and DWRI. 

Additional participants than those who present in the morning session were also invited as the session was 

meant for prioritizing agenda for future water security. It started with a welcome remark from Dr. Manohara 

Khadka, Country Representative, IWMI-Nepal. Dr. Khadka also highlighted objectives of th4e session. Mr. 

Susil Chandra Acharya, Joint Secretary of MoEWRI also delivered an opening remark. It was followed by 

introducing TFWS Mission by Prof. Dr. Vishnu Prasad Pandey and insights on potential priorities for TFWS 

mission for Nepal by Mr. Tikaram Baral, Deputy Director General, DWRI. Then the participants were divided 

into different groups to work on potential action plans for moving forward, which they presented for everyone’s 

feedback in the plenary. Finally, Dr. Manohara Khadka from IWMI synthesized the findings and outlined the 

ways forward. 

 

 

Institute of Engineering, Tribhuvan University (IoE/TU) and Water and Energy Commission Secretariat 

(WECS) signed an MOU for “Collaborative Research and Capacity Building on Water, Energy, 

Environment and Related Sectors in Nepal” on 5th February, 2024. The MoU signing program was held 

at WECS office in Singha Durbar on 5th February, 2024. This MoU paves ways for signing Letter of Agreement 

(LoA) for specific activities related to research, capacity strengthening, information system development, and 

others in the broader areas of water, energy, and environment, including climate change impact, adaptation 

and mitigation. 
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The MoU has the duration of five years. The MoU signing program had a gracious presence of Ms. Sarita 

Dawadi, Secretary, WECS, joint secretaries and senior divisional engineers from all three divisions (water, 

energy and environment), Prof. Dr. Shashidhar Ram Joshi, Dean, IoE/TU, Assistant Dean of IoE/TU, 

Director and Deputy Directors of Center for Water Resources Studies (CWRS) and Center for Energy Studies 

(CES) at IoE/TU. 

 

 

IoE signed a Letter of Agreement (LoA) with Melamchi Water Supply Development Board (MWSDB) on 2nd 

February, 2024 for technical assistance on “Recovery of Melamchi Water Supply Project Headworks” 

for the period of three years. The Technical assistance team will be led by Prof. Dr. Vishnu Prasad Pandey 

and will consists of geotechnical expert, structural expert, mechanical engineering expert, geologist, and 

hydraulic and sedimentation experts. The LoA consists of review of documents related to three key 

components, which include existing headwork assessment, proposed new intake at Sakarthali, and design 

review at various stages. This type of agreements are very impactful for institute in a long-run as it establishes 

a practice of technical peer-review by universities on behalf of government of Nepal. 
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Seven students from Pulchowk Campus, Institute of Engineering, recently embarked on an unforgettable 

journey to India as part of the Samsung Innovation Campus (SIC) program. This immersive experience, 

spanning four days from February 6th to 9th, provided them with invaluable insights into the world of cutting-

edge technology at Samsung. The entire exposure visit program was a part of SIC-Nepal, which was led by 

Assoc. Prof. Dr. Arun K. Timalsina.  

  

Students, in this visit, engaged in a thought-provoking discussion with the Mr. KY Roo, Managing Director, 

exploring topics like job opportunities for Nepalese students, trends in higher education, and the local tech 

landscape, while a session on crucial aspects of AI application, emphasising its role as a tool to enhance existing 

expertise was also conducted. 

During the visit, students were brought face-to-face with the marvels of modern manufacturing at the Samsung 

Noida Factory. Stepping into the MX Plant, they witnessed the awe-inspiring journey of a smartphone, from a 

conceptual idea to a tangible product. The highlight was the automated board manufacturing process, a 

testament to Samsung's advanced technology. 

The factory tour also encompassed the tour of Refrigerator Plant, showcasing a contrasting environment 

bustling with human activity. Here, they observed the intricate process of crafting different refrigerator 

components, culminating in the final product. This experience highlighted the crucial role of both manual skill 

and mechanical prowess in complex appliance manufacturing. 

  

Students also delve into the future of AI at the Samsung Research Institute (SRI) Delhi. They had the privilege 

of interacting with the Managing Director and Chief Technology Officer, gaining valuable insights into the 

evolving landscape of technology and the transformative potential of AI across various domains. 
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Their final day of the visit was marked by a visit to the Samsung Regional Headquarters in Gurugram. Here, 

they met with Mr. JB Park, President and CEO of Samsung Electronics Southwest Asia. The discussions 

centred around Samsung's focus on serving the South West Asia market, highlighting various programs and 

strategies towards achieving this goal. Mr. Park also shared his insights on the potential of Nepali students and 

the importance of continuous learning. This remarkable visit was concluded with a tour of the Samsung EBC 

(Executive Briefing Centre), showcasing a comprehensive range of Samsung products and solutions tailored for 

various sectors. This experience provided our student with a deeper understanding of Samsung's diverse 

offerings and their impact on various industries. 
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